
11 STEPS TO
DESIGNING A
SUCCESSFUL
IoT SYSTEM
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Global spending on IoT grew 8.2 percent year over year in
2020, and it is expected to return to double-digit growth
rates in 2021. Sectors most affected by the pandemic will
experience slower growth, but healthcare, insurance, and
education are expected to deliver strongest double-digit
gains.
 
As organizations design and deploy IoT applications and
systems, many end up working with outside experts. A
recent survey discovered that last year 43 percent of
companies worked with a strategic partner to implement
their IoT solution, and 40 percent have a partner manage
the solution all together. These numbers are up slightly
from the previous year, pointing to the complexity
involved in designing an IoT system that is successful—
one that has a valuable purpose and delivers on what it is
meant to do.
 
We have worked closely with many companies over the
years, assisting in the design and deployment of IoT
systems across many industries. While one of the biggest
constants in the world of tech is change, we have found
the basic steps one needs to follow for successful IoT
design tend to remain the same. We have outlined them
here to provide a high-level overview of the most essential
items to consider and carry out in any IoT application or
systems project.
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Step 1: Identify what you are measuring and
the ROI
 
The first thing you need to do is decide what you want to
measure with your IoT system and why. Is there a
process you want to capture or an event in the field (such
as equipment maintenance)? The “why” boils down to
ROI. What is the expected return on investment from
this IoT system and capturing these measurements?

 

Step 2: Evaluate what you are doing today
 
An Internet of Things system is often not created for a
new process. More often, it is replacing an existing
process that is slow, inefficient, or error-prone. Review
the current process and the reasons why it isn’t working.
Identify if there is additional (new) information that could
be gathered with an IoT system and the value that might
add to the organization. This added value should be
factored into the ROI.
 

Step 3: Consult with a skilled individual or
team to identify options
 
The goal is to create the IoT system in the most
reasonable and cost-effective manner. If you engage
with IoT consulting experts early on, they can help you
identify if you need a custom solution or if there is an off-
the-shelf system you can use or perhaps repurpose.  A
skilled IoT consultant can interface with your local
domain experts to understand how your data impacts
your ROI and determine the best way to collect, store,
and analyze that data.
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Step 4: Choose the best sensors 

You need IoT sensors to capture whatever you are
measuring. There is a plethora of options available. Using
the right ones for your project is critical for success. The
right sensors may already exist, or you may need to
construct them. You may also find the right sensors are
available, but they are too expensive or cannot withstand
the harsh environment of your IoT system. The decision
to build or buy is an important one, so seek expert advice
if your team is unsure.

Step 5: Evaluate the communications
infrastructure available

How will you get the data you capture from the IoT
sensors to where you will store and analyze it? Does the
environment have a network in place? Is power
available? It is also important to consider how much data
you will send, as large amounts can be both cost- and
power-prohibitive. The answers to these questions will
lead you to choose the right communications
infrastructure for your IoT system. 

Options include wireless, cellular, Bluetooth, WiFi, low
power wireless, and satellite. Also be aware that building
processing power at the node level—out on the “edge” of
the network—can minimize the amount of data you are
sending out to the cloud. The more the amount of data
needs to be reduced before sending, the more local the
processing power should be.
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Step 6: Decide what you will do with the
data
 
Where will the data be stored, how much of it will be
stored, and what will you do with it? This is where the
cloud comes into play. There are a number of off-the-
shelf analytics packages available that may meet your
needs, or you may require a custom or hybrid solution
to get the data analysis and aggregation required for
your project.

Step 7: Don’t forget security

Even though we are just mentioning security now, this
is an item that should be a top priority from step one
and throughout the life of the IoT system. In order to
build a secure IoT system, you need to address security
at all phases of design and deployment, and in all
elements, including sensors, the communication
infrastructure, and the cloud. Data must be secure both
at rest and in transit. We cannot overemphasize how
important security is to success.

Step 8: Prototype

You are now ready to build a prototype. This should be a
smaller version of your IoT system, but it should include
the entire design from start to finish. Build and run this
trial system while the system you are replacing
continues to run. Compare the results from each to
determine if you’re getting an ROI.
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Step 9: Refine or scale the system
 
If you are getting a sufficient ROI, you’re ready to scale
the system to the enterprise level. If you’re not, you most
likely need to go back and re-evaluate what you’re
measuring. Have you selected the right parameters? Are
you using the right sensors and communications
infrastructure? Adjust as needed and repeat the
prototype process until you get it right.

Step 10: Maintain the system
 
An IoT system requires maintenance. At the very least,
security needs to be monitored continuously, so that
updates addressing bugs or security vulnerabilities can
be put in place. Security updates will be required as
improvements are made to software. Sensors may need
replacing or upgrading as new technologies become
available.
 

Step 11: Evolve
 
If your system is successful, chances are other groups
within your organization will ask if there are other things
the system can do. This is an opportunity to increase the
ROI and the value the system adds to your business.
View this as a sure sign of success.

Designing an IoT system requires careful planning and
experience. Whether you follow these steps on your own
or work with a team of outside experts, the 11 steps
outlined here can steer you towards a successful IoT
system that delivers a strong ROI to your business and
improves upon the current processes you have in place. 
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As evidenced by the chart above, devices everywhere
are getting smarter. We've worked on hundreds of
embedded and IoT systems, and it continues to be
exciting and rewarding. As with any technology,
building the best solution starts with careful design
and wise business and technology decisions. I hope
this paper gave you a good high-level view of what is
possible, but there is more to think and talk about. If
you see the potential for this to help your business,
send me a note and let's talk. 
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Source: Statista 2021

Forecast end-user spending on IoT solutions worldwide
from 2017 to 2025
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